
1:execCode(’192.168.240.100’,someUser):0

2:RULE 2 (remote exploit of a server program):0

3:netAccess(’192.168.240.100’,tcp,’3306’):0

4:RULE 5 (multi-hop access):0

5:hacl(’192.168.240.200’,’192.168.240.100’,tcp,’3306’):1 6:execCode(’192.168.240.200’,someUser):0

7:RULE 2 (remote exploit of a server program):0

8:netAccess(’192.168.240.200’,tcp,’22’):0

9:RULE 6 (direct network access):0

10:hacl(internet,’192.168.240.200’,tcp,’22’):1 11:attackerLocated(internet):1

16:RULE 6 (direct network access):0

12:networkServiceInfo(’192.168.240.200’,openssl,tcp,’22’,someUser):1 13:vulExists(’192.168.240.200’,’CVE-2008-0166’,openssl,remoteExploit,privEscalation):1

14:RULE 2 (remote exploit of a server program):0

15:netAccess(’192.168.240.200’,tcp,’80’):0

20:RULE 2 (remote exploit of a server program):0 23:RULE 2 (remote exploit of a server program):0 26:RULE 2 (remote exploit of a server program):0 28:RULE 2 (remote exploit of a server program):030:RULE 2 (remote exploit of a server program):0 32:RULE 2 (remote exploit of a server program):0 34:RULE 2 (remote exploit of a server program):0 36:RULE 2 (remote exploit of a server program):0 38:RULE 2 (remote exploit of a server program):040:RULE 2 (remote exploit of a server program):0 42:RULE 2 (remote exploit of a server program):044:RULE 2 (remote exploit of a server program):0 46:RULE 2 (remote exploit of a server program):048:RULE 2 (remote exploit of a server program):0

17:hacl(internet,’192.168.240.200’,tcp,’80’):1

18:networkServiceInfo(’192.168.240.200’,dlman_pro,tcp,’80’,someUser):1 19:vulExists(’192.168.240.200’,’CVE-2005-1026’,dlman_pro,remoteExploit,privEscalation):1 21:networkServiceInfo(’192.168.240.200’,http_server,tcp,’80’,someUser):1 22:vulExists(’192.168.240.200’,’CVE-2012-0053’,http_server,remoteExploit,privEscalation):1 24:networkServiceInfo(’192.168.240.200’,phpbb,tcp,’80’,someUser):125:vulExists(’192.168.240.200’,’CVE-2004-1315’,phpbb,remoteExploit,privEscalation):1 27:vulExists(’192.168.240.200’,’CVE-2005-0258’,phpbb,remoteExploit,privEscalation):1 29:vulExists(’192.168.240.200’,’CVE-2005-0259’,phpbb,remoteExploit,privEscalation):131:vulExists(’192.168.240.200’,’CVE-2005-0659’,phpbb,remoteExploit,privEscalation):1 33:vulExists(’192.168.240.200’,’CVE-2005-0673’,phpbb,remoteExploit,privEscalation):1 35:vulExists(’192.168.240.200’,’CVE-2005-1193’,phpbb,remoteExploit,privEscalation):1 37:vulExists(’192.168.240.200’,’CVE-2005-1290’,phpbb,remoteExploit,privEscalation):1 39:vulExists(’192.168.240.200’,’CVE-2005-2161’,phpbb,remoteExploit,privEscalation):141:vulExists(’192.168.240.200’,’CVE-2006-4758’,phpbb,remoteExploit,privEscalation):1 43:vulExists(’192.168.240.200’,’CVE-2006-6421’,phpbb,remoteExploit,privEscalation):145:vulExists(’192.168.240.200’,’CVE-2006-6839’,phpbb,remoteExploit,privEscalation):1 47:vulExists(’192.168.240.200’,’CVE-2006-6840’,phpbb,remoteExploit,privEscalation):149:vulExists(’192.168.240.200’,’CVE-2006-6841’,phpbb,remoteExploit,privEscalation):1

50:networkServiceInfo(’192.168.240.100’,sonicwall_scrutinizer,tcp,’3306’,someUser):1 51:vulExists(’192.168.240.100’,’CVE-2012-3951’,sonicwall_scrutinizer,remoteExploit,privEscalation):1


